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Avaya IP Office Standard Mode Release 8.0 KSU
Remote Extension Programing for SIP Phones with No VPN
Telquest Tech Support

There are some external conditions which need to be met for this to work.

The KSU MUST have a Static IP Address on the LAN.

The KSU MUST have access to a Static Public IP Address. (usually via a Router)

Ports 5060 UDP, and 49152 through 53246 UDP (can be made smaller) need to be opened to the KSU.

This concerns “Hard SIP Phones” and Softphones in a computer not Iphones:

The Remote Location for the SIP phone may need to have some changes made in the router that it is
connected to unless it is a Softphone application running on a Iphone.

Turn off SPI (Stateful Packet Inspection)

Turn off any SIP/H323 Helpers, Fixups, Transformations or ALG's. (Application Layer Gateways)

Since there a multitude of routers, making the above changes may not allow the SIP phone to work due
to the router itself. I used a Netgear FVS318 and it works OK.

The first thing to do at the KSU is to set the Router up and test the type of Firewall it is connected to.
This is done by programing the KSU to use the STUN feature and then evaluating the STUN results.
This Help Sheet is not intended to teach you how to program the IP Office.

It assumes that you have enough experience and are familiar with the concepts of the system.

Create a new IP Route.
The IP Route is the IP Address of the Router that the KSU is connected to.

IP Offices = 0.0.0.0
L_-|:| ----- e Incoming Call Route [Z;I lTlE |
@” port (0 IP Address 2. Set like this... — 0 o 0
1P Mask 3.Setlikethis.. [0 o .0 . o
- 4B, Directory (0) Gateway IP Address ‘4. Your Network Router here... H»192 . 168 . 111 . 1
{E Time Profile (0) Destination ‘ 5. Set like this... FL” S 1||_‘,:|,[\]1
[+] - @ Firewall Profile (1) Metric |o
[ Proxy ARP
..... T
1. Right Click here |
5 T
Then select New... | I MW Clrl-+N

& Cut Cirl+x
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@Cligk here...

Standard R9-0

‘System | LANL | LaNZ  DNS |'u'ni::email | Telephany | Directory Services | Syst

Set a DNS Address

DNS Server IP Address s .8 . 8 g—————— 1‘ Set DNS Address
Backup DNS Server IP [s . ram—— Set DNS Address
Address ' '

Give the KSU a Static IP Address on the LAN

2. Click here... I 3. Click here... Standard R9-0

System LANi | Lanz | o2 | Voicemail | Telephony | Directory Services | System Events | sMTe

IP Offices

LAM SEtﬁHQ‘S“ivuIP | Metwork Topology |

..... { i Operator| 4. Enter the
P - IP Address [192 . 18 . 111 . o JPAddress
|E|‘bm. J Standard b /-0 1J
h IP Mask | 255 . 255 . 255 . o— A& Enter the
t*.-...:‘l ! S?S}tel'l'l {1} Primary Trans. IP Address I-Tl'liS is NOT the Router Sllbnet Mask
""" ’T { Line {4) RIP Mode IN:::nE =]
..... - Contral Unit I™ Enable NAT @CliCk here...
Y Extension Number Of DHCP IP Addresses [200 =
----- & wtension
DHCP Mode
""" @ User (11) ’;‘ Server ¢ Client ¢ Dialin " Disabled Advanced |

Turn on SIP Registrar, then go to Page 2a....

System Lmi’"”i'[mz | ons

.LAN Settings VolP INetworkTopology | SIP Registrar I

‘ 7. Click here...

wvoicemail | Telephony | Directory Services | System Events | SMTP | SMDR. I Twinnirg | VCM |

[T H.323Remote Extn Enable

These are the ports used —
I H.323 Gatekeeper Enable - ! 8. Check this... ‘ to receive audio from
I_ SIP Trunks Enatﬂe the remote phone-
v '—srp'ﬁ;égiéﬁg;éname The range can be reduced
\‘ to 49152 to 49252...
RTF Port Mumber Range
™ H.323 Auto-create Exin
Port Range (Minimurm) |4EI 152 :I
I™ H.323 Auto-create User Port Range (Maximum) |53246 ﬁ
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Turn on STUN 9. Click here...

o 4
We are still in the System area.//,/,/,/,/,/ ~ \—10. e

Standard R4

System LAM1 |LAN2 | DNS l /6ICEI'I13I| I Telephony I Directory Serv.rlt:esl /{stem Events | SMTP I SMDR | Twinning | VEM I CCR I Codecs |

LAN Settings | voIP NetwcrI(Tnpology |

—Metwork Topology Discovery

STUN Server Address Ish.ln.cuunterpaﬂmnet ////_ STUM Port 3478
Firewall MAT Type |Full Cone NaT — ,,% See note...
Binding Refresh Time (seconds) Iﬂ‘fii\ 11. Enter this...
Public IP Address I . e Rur STUN | Cancel |
Public Port ~ Seenote...
uDP 60 — =5 12. Enter this...
e E = _ 13. Check this... |
TS =

14. Click here... I
pRleTES R

—IP Office Settings oK | Cancel | Help |

Standard R9-0
— Configuration Reboot Mode

" Merge ﬁ'_i Avaya IP Office R

# mmmedate Do not change this... File Edit View

" When Free 25-A ]

" Timed

—Reboot Time @ Click here... WS Click here...
— Call Barring

Note: The KSU will reboot.
When it comes back on the Firewall
and Public IP Address fields should be filled in
by the STUN Server action.

r Incoming Calls

r Outgoing Calls

QK /—I Cancel Help
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Avaya official statement says:

If STUN reports the Firewall/NAT Type as one of the following, the network must be
reconfigured if possible since these types are not supported for remote SIP extensions:
Static Port Block

Symmetric NAT

Open Internet

Of course, the above statement has been reported to be 100% incorrect and that those listed
above do work.

So, without accurate info, you will need to see what happens.
As seen on Page 3, my Firewall indicates Full Cone Nat and it works OK.

You can click on the Help Button on the bottom of the screen of your Manager program to get a
more detailed description of the types of Firewalls detected by STUN.

Based on what Avaya says, if your Firewall/NAT Type is Static Port Block, Symmetric NAT or
Open Internet the remote SIP phone will not work and you will need to either replace the router
or reconfigure it in some way to allow it to work.

You can continue with the IP Office programming but don't expect the SIP phone to work.

If the Firewall/NAT Type comes up with something else, I would reason that the remote SIP
phone should work.

I was only able to test with my router, so I cannot say what will happen if your Firewall/NAT
Type results are different than mine. (Full Cone Nat).

I am using a Netgear FVS318 Router and I was able to get my Iphone working as an extension off
of the IP Office 8.1 KSU while I was connected to the ATT 4G Network.
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Create a New Extension Number for the Remote Phone

~ This Tab... |

IP Offices

| SIP Extension: 8001 555

Extr | voIP | T3 Fax |

x BOOTF (27) =

This is just an Index Number... \

Extension Id IBDDI -

‘i;l Cperator (3)

: _" Base Extension 555 ———— 8 2. Enter an Extension Number ‘
[ =] %5 standard R9-0
g" Caller Display Type IC--‘ j
bm‘l' J System (1) Reset Volume After Calls r
. -_ L 4
’T '{ ine (4) Device Type ﬁ |_*: SIP device
(4] <Ly Control Unit (2
Location I.ﬂ.utomaﬁc j
- My Extension (10
E‘ c@ * HSIDD\F ) Module IU
‘_@ 2202 \ | Force Authorization I
1. Right Click here
Then select New... \ \ Then select SIP Extension
| ] Mew - d H323 Extension
¥ o ooy . IPDECT Extensio
_“=_,‘ Copy Cirl+C SIP Extension
Faste Cirl+ SIP DECT Extensio
Do not assign an IP Address or change anything other than what is shown.....
Same screen...now this Tab...
L - :
= SIP Extension: 8001 555 i i I
Extn  VolP |T38 Fax |
IP Address [0 0 0 0 Uncheck this... I voIP Silence Suppression
) ™ Local Hold Music
Codec Selection System Default b
I Y J I Allow Direct Media Path
nused Selected
e | G 711 ULAW 64K ¥ Re-invite Supported
G.711 ALAW 64K

5.729(a) 8K CS-ACELP
G.723.1 6K3 MP-MLO

[T Coder Lockdawn
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1. Click here... 2. Click here...
s

IPOffice_1* £f -
CR | Codecs| |

Systern  LAM1 || an2 | DNS | Voicemail | Telephup?l Directory Ser'u'i::esl System Events | SMTP | SMD
/

LAN Settings | VoIP | Network Topology ~ SIP Registrar |

Domain Mame I Enter a URL or Public IP Address |

I
Layer 4Protocol |uoP only * | Setlike this... |
TCP Port 5060 2

UDP Port | 5060 =] 1
Challenge Expiry Time (secs) I 10 3: ‘

Auto-create ExtnfUser |_~—J1 UnchecKk this... R

The Domain Name can be either a URL, mysip.com or an IP Address 24.234.56.178

Note:
If you use a IP Address, it should be the Public IP Address of the router that is connected to the KSU.
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Create a New User for the Remote Phone

uRight Click here... ‘ ‘ | D C]ick here...

Ctrl+HM

E ..... @ User (11) ] New /

£ cut Ctrl+X

L 3. Cljck here... ‘

m Jim Smith: 444°

Group [}%ﬁﬁership | Announcements | Personal Directory I
User |'u'ui::email | OMD I Short Codes I Source Mumbers | Telephony I Forwarding | Dial In | Voice Recording | B

Name [imSmith — 4, Giveita Name...
Password I\ This is not the SIP Password area. See Page 6. |
Confirm Password I‘ This is not the SIP Password area. See Page 6. (
Account Status IEnabIEd j
Full Name I

Extension [sss ———— j 5. Same Extension as Page 4 ‘

Email Address I

Locale I j
Priority E =l
System Phone Rights INn:nne

Lef L4

Profile IBasic Izer
r Receptionist
™| Enatble Sofiphone

6. Check thlSJ [™ Enable one-x Portal Services

™| Enable one— TeleCommuter

¥ Enable Remote Worker
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Assign a Password for the SIP Phone.

This will be the SIP Password... Make sure it is complex or you may get hacked....
You can have up to 15 digits and only digits, no alphabetical.

1. Click here...
Jim Smith: 444

2. Click here...

Menu Programming I Moy |I Group Membership I Arnoun 3. Enter a 4 Digit Password..
Lser | Voicemai | “ND | Short Codes | Source Mumbers  Telephony |Fnrward Do not use 3333, 4444, 5555 etc...

Call Settings  Supervisor Settings |I'~"Iu|t|—||ne Options | CallLog | Tur !

I:::: e :

This is the Password used by the
. Remote Phone to log on to the KSU...

Login Code
N

Login Idle I;E‘riad;{secs} I

Monitor Group NS I::Nl:une:: j

Coverage Group I‘gflone:: j

Status on Mo-Answer ILDQQEH\'-.‘»‘.;WI‘:I change) j
Note:

When configuring a SIP Phone (hard or soft) the “Login Code” can have different names.

Terms like these are used:

Password

SIP Password

Authentication Password

User Password

Secret

and many more that I am not aware of.

It will be up to you to determine what the SIP Phone provider is asking for.
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Here are some thoughts and observations.

There are 4 free Remote Worker Licenses in the KSU allowing up to 4 SIP phones.
They are not listed in the License area of the Manager program tool, but they work.
You will however need a “3" Party IP Endpoints” license for each SIP Phone.

It is better to set up the SIP phone on the same LAN as the KSU initially.
That is, plug it into the same physical network that the KSU is connected to.
Or, if it is an Iphone, connect by WIFI to the same LAN if possible.

This is the best way to test it initially.

When testing on site:

Be sure to enter the LAN IP Address of the KSU into the phone, not the KSU's Public IP Address.
This takes out all the networking issues/troubles that may exist.

If it works OK, then it means that all your KSU programing looks OK.

When testing off site:

Next, you can set up the Iphone on the 4G Network and try it from there.

Be sure to enter the Public IP Address of the KSU into the phone, not the KSU's LAN IP Address.

If it works...Great.

If not... then it is most likely a networking trouble at either the KSU location or the 4G Provider may be
blocking SIP.

Will this work with my Android type cell phone?

I have not set up or tested this with an Android type cell phone.

You can download a softphone and try to set it up to see what happens.

Technically, it should work since the KSU does not care what type of SIP Phone is connected.

What Softphone should I use in my Iphone?
I suggest using either the 3cx or Zoiper softphones.

They are both free and can be downloaded to your cell phone.

Will it work with a softphone in my laptop computer?
Technically it should.

Remember, routers and service providers may block the softphone from working correctly.

I have used my Iphone with 3cx on the ATT 4G Network in one location and it worked great.
However, when I went to a different location, on the ATT 4G Network it did not work.

Telquest does not provide any Tech Support on setting up your cell phone with any softphone.
You will need to contact the provider of the softphone for technical assistance.



